1

Overview
September 11, 2001 marked the end of an era. On that sorrowful day, in horrific fashion, our nation was brought face to face with an enemy unlike any for which we had previously prepared. On that day, America became aware that warfare's very nature has changed. It confirmed the evolution of war beyond the primary characteristics of its first three generations to a 4th generation. From state on state confrontation that employed identifiable armies, to the realm of 'shadow' warriors and organizations whose strategic and operational center of gravity disappear in the ideological and intangible miasma of transnational groups and terrorist cells.
This war embraces brutality, it justifies bloodshed through a misconstrued piety and rewards its' adherents with promises of spiritual redemption. It is the province of warriors who are at once invisible and frustratingly public, determined and willful, silent and indiscriminate. They are, "erratic primitives of shifting allegiance, habituated to violence, with no stake in civil order." [1] They do not respect treaties, conventions or customary law; their tactics characterized by measured indifference, balanced by an evil purposefulness in the targets selected. It is our nation's and her armed forces greatest fear --a 'Hydra' --unified only by a 'dream' grounded in non-Western rationality and subject to varied interpretation even among its disciples. [2] It is the realm of the amorphous, exacerbating our ability to identify, exploit, or apply our superior military power in ways that can directly (or indirectly) effect the adversary's "characteristics, capabilities, or sources of power from which their military force derives its freedom of action, physical strength, or will to fight" --its center of gravity. [3] It is an adversary that refuses to play by the rules or to play even the same game. This paper will demonstrate that the normal determinants of an operational center of gravity, grounded in the current factors of time, space, and force, and focused upon tangible assessments of combat power, force ratios, and attritional capacities, are incidental in analyzing an adversary whose power lies not in these conventional quantitative 'means,' but rather in its qualitative 'roots.' That this warfare, by its reliance on an a unifying 'dream,' compresses the traditional levels of war, requiring us to consider new methodologies and measurements for identifying the main effort of our military actions based upon intangible realities --culture, psychology and information. Most importantly, it will examine how CentCom can, through the use of such filtered assessments, better leverage our military technology, organization, and operational doctrine to defeat al-Qaeda. [4] War by Generation conceptually incorporating the technical evolution with the overarching social implications of political, social, and economic changes. From this analysis, they concluded that warfare had evolved through three generations, and was rapidly advancing towards its next, or 4th generation --their theory validated by the eerily similarities to the tactics used by the criminals of Septetmber 11. [5] (See Appendix A for explanation of 4th Generation War.)
The first three generations of modern war focused, in turn, on massed manpower, massed firepower, and finally in the merging of both in the application of maneuver. [6] Their commonalties were their focus on defeating the enemy militarily --through armed conflict. The most dramatic change in the predicted 4th generation would be its tendency towards complex engagement, fought not only among the spectrum of conflict but across the full continuum of human activity and engaging new means of national power. The 'new' war would prefer selected demonstrations of high brutality designed to produce dramatic psychological effects. Actions would be synchronized, not in time or space, but in ways seeking to maximize their impact in the political, economic, and social arenas. Military power would be employed, but its real strength would lie in its ability to effectively exploit the informational realm by a combination of networks and the mass media --sustaining their dream and enrapturing their adherents. In wars where military power is less pronounced, traditional methodologies for analyzing the nature of the enemy become less useful. This suggests that military planners must reconsider our methods and means of strategic assessment.
Military strategic planning has been based upon accepted historical constants and norms that were bounded by a defined physical environment, an identifiable territorial state, a distinct national character, and the tacit acceptance that there exists a balance of power corollary to interstate relations. [7] But, as these authors warned, 4th generational war would challenge historic precedent.
The 4th generation physical environment would be less defined and, as Al-Qaeda aptly demonstrates, increasingly more global in nature. It transcends the territorial state, having little respect for sovereignty or balance of power mechanisms. While possessive of a discernible character, grounded in a defiant and well-developed hatred for the United States, they are not necessarily culturally homogeneous. They are an 'army,' but its character defies the orthodox application of massed military power or strategies of annihilation and decisive battle.
Unlike conventional 1st -3d generation operations, where tactical actions link to a recognizable operational scheme, organizations like Al-Qaeda provide few indicators of a concerted operational design. Each offensive action, tactical in execution, appears random and seemingly independent of intentional integration in a definable grand 'campaign.' It has eschewed and compressed the operational level; tactical action is tied directly to strategic ends. Without a discernible 'operational' level, military planners are denied a clearly defined operational center of gravity, traditionally the concentration of the enemy's armed force [8] .
With an enemy no longer constrained by the conventional constraints of attaining predicated force ratios, our decision templates and matrixes, reliant upon massed, targetable military force, have less utility. This is the challenge of Al-Qaeda and proponents of 4th generational war. By their design, methodology, and inherent complexity, they render many traditional means of assessing enemy strengths and weaknesses indeterminable, incidental, or worse, inapplicable. Instead, as Al-Qaeda validates, the predominant operational factors of 4th generation warriors will be more 'intangible,' challenging us to change current doctrine and attempts to reduce war to algebraic formulae.
Current Operational Doctrine
Operational art, as advanced by the senior military war colleges, is the evolutionary product of our national experience in conflict. While exposing senior leaders to a variety of noted theorists of war, American thought has gravitated towards the teachings of Carl von Clausewitz. His emphasis on absolute victory, achieved by physically destroying an opponent's armed forces in battles of annihilation, have become the American military planners "gospel.' [9] From his teachings, we have derived our recognized, orthodox, "American" approach to war --one reliant upon technology, mass, and the concentration of force applied at a decisive, determinable, and usually geographically or force-oriented point.
War is taught in compartmentalized form, consisting of three hierarchical, but interrelated levels. Generation is most asimilar. The future holds that, if the army is not so organized, if they are more amorphous or consist of an 'ecosystem' that is more 'dragon' than 'elephant,' then time, space, and forces, the traditional measurements, must be reconsidered and altered. [11] Time is both a combat multiplier and an inhibitor; a constant concern for both adversaries in war. For Americans, normally engaged in distant wars demanding force projection, it is essential in the development of operational plans. Time is viewed relative to the enemy's capacity to respond or transition to our actions and, inarguably, remains an important strategic parameter even against forces like Al-Qaeda. What has changed, however, is that these forces are not linked to synchronized activity or reliant on large mobilizations. For Al-Qaeda, patience and unpredictability is an ally, they operate on a different, less perceptible time schedule. .
Unlike professional armies that require marshaling to move, the elemental independence of these groups precludes a distinguishable cycle of movement. This stymies our ability to predict the timing required for supposed action. Al-Qaeda is a dispersed 'global' army, whose independence makes the nature of tomorrow or the measurement of yesterday varied within and between their loosely-controlled network of adherents.
But, while protraction is an ally for the terrorist, maintaining the faith of its adherents demands action --this is a weakness. Terrorist action must be taken periodically to ensure quick recognition and to obtain perceivable and rapid 'victories to retain allegiance to the cause --the dream that constitutes their strategic center of gravity. To regain control of time, our planners must learn to preempt this necessary 'cycle of action' through a better understanding of the cultural and psychological underpinnings critical to maintaining their 'cause.'
Space considerations define the physical parameters for military action. While not intentional, space has normally been addressed linearly, confined in recognizable boundaries that delineate the 'playing field.' In preparing the battlespace, we identify the obstacles to movement --weather, environment, facilities --acknowledging restrictions and limitations of sovereignty and political/legal convention. In war with Al-Qaeda, our dilemma is how to define the 'space' of an international organization uninhibited by such rules or boundaries. Where the enemy is not restricted to territory or nation-state and who can leverage commercial satellite information and communications, the world becomes the battlefield. To define or limit space by traditional factors becomes increasingly difficult for the 'operational' planner.
Finally, force factors are currently examined to assist in developing force ratios, requirements and exploitable asymmetries. For all the reasons noted above --dispersion, decentralized command and control, and presumed autonomy of initiative, timing, and action --computations for correlating procedural force-on-force formulas are of marginal utility. As currently taught, implicit in force analysis are the consideration of the combat intangibles of will, morale, and motivation --the elements of culture and psychology. But, our assessments currently lack a recognized methodology to provide the necessary granularity to address unconventional forces like Al-Qaeda.
In wargame after wargame, instead of confronting these challenges, the preponderance of planning stays tethered to the traditional tangibles of physical force, materials and people. While this simplifies the essential planning tasks of recognizing enemy and friendly centers of gravity, determining critical vulnerabilities, and determining a desired endstate, it does not prepare us for the realities of future war. As recent operations in Afghanistan clearly demonstrated, even when devoid of an enemy who will stand and fight (Taliban/Al-Qaeda), conventionally-trained planners resort to 'finding' an enemy that will allow conventional confrontation --seeking a means for orthodox response to an unorthodox threat.
As many in the Bush administration now acknowledge, our campaign was, "a desperate attempt to fit the 'round' Taliban/Al Qaeda peg in to the 'square' hole of conventional (war) planning" [12] . Well executed, it allowed the military to respond 'in kind,' providing a tangible and definable force that could be readily attrited. While symbolically destroying a repressive regime and interdicting Al-Qaeda paramilitary training bases and 'sources of support,' we must carefully question how much it actually reduced or damaged Al-Qaeda's strategic center of gravity --its dream of a glorious Islamic republic governed by the tenets of Islamic law and its avowed hatred for America (See Appendix B).
To counter a force like Al-Qaeda, one that is sophisticated but reliant on superstition, spiritual but reliant on economics, amorphous but unable to remain invisible, we must distill new factors that will extract and expose his weakness and allow us to dissipate and destroy this 'dream' from which his power emanates. If, as in the case of Al-Qaeda, his strength is vested in the less corporeal domain of 'ideas,' current assessments of time, space, and force will not suffice. While we still need to consider and respect his traditional military capabilities [13] , we must revise, refocus and expand our assessments.
Operational Factors in the 4th Generation
The 4th generation of war will require a fundamental shift in priorities among the elements of national power, with military power being, perhaps, the least applicable to the threats of the future. [14] Within the realm of national military power, a similar shift must occur among the three primary categories of national military power: people, ideas, and hardware. [15] While changes in conventional war have often centered on the last category, 4th generational war is grounded in the first two. People and the human mind will be the point of main effort, the driver that will advance ideas and provide the focus and catalyst for the hardware. This demands that the operational factors utilized in our planning must likewise focus on the factors that influence and provide substance to the people and their ideas. These factors are encompassed in the comprehensive consideration of culture, psychology, and information.
Culture
Culture provides us an understanding of what is important to the enemy, allowing us to consider it from his perspective and through the prism of his religion, ethnicity, and societal background. From this we learn the importance and value he places on the objective --this dream that he protects. Cultural understanding is the critical underpinning to determining the ways to address the 4th generation enemy.
To provide a foundation, we must develop a template that defines culture and incorporate it as absolutely essential to the Commander's preparation of the battlespace. Currently, no such template exists, resulting in minimal cultural assessments that are haphazard, limited, or worse, permitted to be wrongly filtered through Judeo-Christian perceptions of what is important to us --not the adversary.
The example in Appendix C provides the operational planner a wide range of factors to be considered, factors that will bring specificity to cultural analysis. But, to assess culture requires much more than simply adding factors or incorporating a planning checklist --the 'how' presents the greater challenge.
To broaden our base of cultural experience, we must consider a program similar to a recent proposal by former Secretary of the Navy Richard Danzig. He initiated a program that permitted midgrade officers the opportunity to work in the private sector on a professional 'sabbatical' to enhance the connection between the military and civilian communities. An expansion of this program might allow similar military sabbaticals to such agencies as the Peace Corps, United Nations, and as observers within various theaters in turmoil. Like Major Pete Ellis, whose experience in traveling the Pacific prior to World War II gained him an unmatched understanding of the rising Japanese threat and tactics, these officers would spend time immersed in cultures and in conflict --both invaluable to leadership in war.
[16] Further, it should be extended to include our senior noncommissioned officers, the individuals who will, by the nature of 4th generation war, be required to also directly interface and overcome cultural barriers.
Like assignment to special education and military skills courses, military leaders should receive incentives for language proficiency beyond the current programs. At a minimum, officers should be required to acquire and maintain foreign language capability as a prerequisite to operational command.
By learning another language and culture, assignment and promotion opportunities should be enhanced.
It is not important which language is learned, rather it is the experience of learning to understand a different culture that provides us advantage. Just as we qualify in rifle marksmanship and map reading, cultural knowledge should be a required proficiency.
Finally, the Defense Department must standardize all-service assignment policies to volatile, culturally-sensitive areas. We can ill-afford more incidents like those of Air Force LtCol McSally, whose disdain for Saudi and Islamic custom strained Arab relations and served as fuel for the diatribes of Al-Qaeda. While I applaud her service and respect her reasons for protest, her actions did little to help her country counter international accusations of our cultural arrogance that feed the terrorist 'dream.' In war, all of our men and women are needed; in peace, we must weigh the advantages of selective, screened assignment. Service personnel must make cultural accommodations on behalf of the greater strategic objective of assuaging host nations' mistrust of our presence.
Psychology
Psychology is an adjunct to understanding the culture. It determines the constituency, coalesces their commitment, and sustains their motivation. Understanding the psychology of groups like Al-Qaeda allows us to better discern viable military, economic, or even spiritual approaches to defeat them. This assessment permits us to refine and focus our means of combat towards our goal to cause the adversary to reconsider the legitimacy of his belief --to deny the dream. We seek to force his hand, to cause, "(s)hifts in time and alignments, cultural assumptions, players and local conditions,"
purposefully, "eliminat(ing) the applicability of the faith. One destroys the regime from within..." [17] More importantly, such dislocation sets a condition that invites the enemy to make tactical mistakes that amplify their military vulnerabilities.
Our cultural assessment 'piece' is the guidepost for determining military means to effect the adversary's psychology. For Al-Qaeda and 4th generational warriors, American forces must depart the conventional and enter into the realm of 'controlled irrationality.' [18] Our goal in any offensive action, is to take the initiative from the adversary. Initiative can be taken a number of ways, but each is grounded in attaining surprise --physically, geographically, technologically, or through psychological dislocation. The lessons of war reveal, as even the orthodox Clausewitz warned, "...he must not be given time to recover. Blow after blow must be struck in the same direction; the victor in other words must strike with all his strength, and not just against a fraction of the enemy's . Not by taking things the easy way --using superior strength to filch some province, preferring the security of the minor conquest to a major success --but by constantly seeking out his center of power, by daring all to win all, will one really defeat the enemy (emphasis added)." [19] To fight Al-Qaeda we must, lacking the physical, seek the psychological. Al-Qaeda and their patrons must not know when, how, or if we will strike them. They must be shown that our pursuit is relentless, our retribution terminal, and complete. When we strike, it must be hard and fast, understanding that risk is essential to victory. Our nation and allies must accept that, to erode terrorist organizations demands more than incarceration, it will demand violent action. National leaders must recognized that we will need to take unilateral action to, as our President has stated, refuse sanctuary to our enemy within the sovereign boundaries of our enemies --or even our allies. We must sustain this psychological initiative to disrupt their cohesion and destroy the belief that they are somehow 'protected' by the supernatural. This fear of extermination --unannounced, unexpected, and executed in a most terrible and violent way --is intended to psychologically unbalance our enemy and best allows us to dictate the 'rules of the game. The roots of this strategy are found in the writings of British theorist Sir B.H. Liddell Hart who proposed the indirect approach, concluding that, "In offensive strategy...(w)hatever the form, the effect to be sought is the dislocation of the opponent's mind and dispositions..." [20] Such action requires a shift in the cultural mindset of our nation and her military forces. Indeed, "(t)o the American military, war shaped by the dynamics of the unconventional is beyond our experience. Even to explain by analogy or historic example fails because the conventional are attuned to other responses." [21] We are disdainful of military preemption because, "especially in America, any recourse to violence seems alien, aberrant. The warlords of Bosnia, the tribes of Sierra Leone, the urban guerrillas in Rome or Berlin are all weird, abnormal, unreasonable and unreasoning.. generation, this must change. [23] American leaders and her warfighters must acknowledge the changing face of war and adapt our military means to fit divergent, and often, seemingly aberrant, warrior cultures. It will demand the expansion of unique, specifically-trained forces that are, first and foremost, aggressive, flexible, and understanding of the culture and psychological 'triggers' of the adversary. This does not suggest that our moral conduct should be compromised, but admits that we must become more irregular and unconventional. As noted, we must be willing to raise our level of violence --seeking retribution not against a people, but decisive action against individuals --in order to overcome the violent. As our operations in Afghanistan did clearly demonstrate, the nucleus of these forces exists in the élan of both our special operations and deployed Marine forces. But, as the expanse of 4th generation-type war will, inevitably, stretch the existing force structure too thin. Central Command must take the lead in advancing this as a warfighting priority for future DoD force structure allocations.
Information
Information perpetuates the 'cause' and forms the adversary's perception of reality and connectivity --both critical to retaining psychological focus and direction. By the manipulation of information, Al-Qaeda can aggrandize the ideal and solidify their 'psychological' foundations. Denial of public recognition would obfuscate the dream and disrupt the effectiveness of his terrorist campaign.
"What is sought by the terrorist is legitimacy: righteousness in action and recognized by the avowed constituency by the international community, and even by the opponent." [24] In this arena, our enemy again retains the initiative. They have exploited our societal strength, our openness to presenting information to the world, 'warts and all.' They selectively portray us in the light of their choosing --jaded to 'sell their desired perceptions and reinforce their 'dream.' We continue to allow them to utilize and employ overtly biased sources and outlets that eagerly disseminate and perpetuate their misconstrued piety and openly support and justify their abhorrent actions. Here at home, civil libertarians insist we provide terrorist and their organizational cells privacy protection, even at the expense of national security.
To date, despite being the most technologically advanced nation in the world, we have chosen to limit our military technology to passive (defensive) actions in information warfare. [25] We must be willing to use our knowledge to interdict cyberspace and defeat hate groups seeking to use it as a vehicle for our nations' destruction. The 4th generation adversary has no qualms of striking our systems; we must then ensure they understand that, like attempts at conventional military confrontation, this is a war they assuredly cannot win. [26] At the very least, we must demonstrate and make it perfectly clear that we can, and we will, interdict their ability to disseminate their fraudulent messages and information --when and if we choose to do so. As James Adams expressed in his seminal text on information warfare, The Next World War, "Information warfare promises real solutions to the challenges of the post-Cold War world. Not only might it be possible to take on the drug barons and terrorists with the new tools that are either available or being developed, but there are wars that might be won as well. [27] " Instead, our passive mentality has permitted Al-Qaeda to continue to dominate the informational (not to be confused with the intelligence) realm of strategy. They leverage high-tech commercial communications to bind their adherents and demonstrate their arrogance and resilience. They are seen as masters at hiding, misdirecting, and obscuring the truth --controlling the psychology of this war through information. Unquestionably, we are militarily capable of reducing their effectiveness in their control of information.
A clear understanding of this enemy strength provides us with a potentially exploitable vulnerability --the reliance of decentralized forces on information. To neutralize their advantage, we must pursue active means of informational warfare. The same technologies that allow us to incapacitate conventional military command and control nodes can also intrude, interfere, and jam their preferred commercial means for disseminating their hatred to their target populations. Additionally, 'worms' and 'trojan horses' are but a few of the active means we could employ to interdict an enemy reliant on information to survive and sustain their 'dream.' [28] Such action is only precluded by our uniquely western sense of 'fair play,' a misplaced sense of morality that allows organizations that cultivate hatred, like Al-Jazeera, to seed and cultivate the Islamic world in the mythology of terror groups like Al-Qaeda and manipulate the media to present jaded misrepresentations of American actions and policies, while we provide no balanced response. We must apply our existing means and the technology to limit such diatribes. We require only the will and national approval to take the initiative.
Beyond technology, we must leverage our own national information capabilities through the expansion of "reach-back" programs for forward-deployed programs and exploit our academic and interagency capability. Scientists and University professors, "...scholars with profound insights into the nations that produce or harbor terrorists." [29] Each could provide us needed expertise and 'out of the box' thinking to assist our warfighters. As Adams noted, "Today, competent scientists and engineers are part and parcel of the efforts of the Department of Defense, the Central Intelligence Agency, the National Security Agency, and the Federal Bureau of Investigation. Together, these agencies have a bewildering array of programs designed to connect them to new knowledge and technologies. It is, however, unclear whether that knowledge is effectively shared by different programs within the agency." [30] .
The problem is that the bureaucratic morass of interagency cooperation and lingering, Vietnaminspired mistrust of 'academics' must first be overcome to capitalize on these sources. We must remain focused on the truth, that "Our fight against international terrorism will require their attention and ideas if it is to succeed." [31]
Conclusions --Defeating the Hydra
The advent of 4th generational warfare, of which Al-Qaeda provides the most recognizable example, demands a new approach to defining and fighting our enemy. [32] It assumes that we will afford our commanders the opportunity to fight with all the means at their disposal. Next, that our leaders will recognize that this enemy applies tactical action for strategic gain, not operational design. It presupposes that our wartime ethics will remain morally inscrutable (Americans will, after all, fight American), but that we are willing to deal with terrorists, summarily, violently, and on occasion, unilaterally. Finally, it assumes that today's military can think 'outside' the conventional 'box' recognizing that, while technological superiority is an invaluable advantage, ultimately, our ability to win in combat will rest in the minds and moral courage of combat leaders.
When the strategic-operational-tactical centers of gravity are compressed and inseparable, the operational level fails to exist or be relevant. In this case, the factors of culture, psychology, and information provide us with new means to mitigate the unconventional and a useful methodology for dissecting their more elusive center of gravity --an inherent challenge of 4th generation war.
Recommendation
To effectively use these intangible factors and knowledge, we must have the courage to develop and initiate innovative tactics, organizations, and doctrine, applying all assets of our force in new and unconventional ways. Our nation must evolve to an unfamiliar strategy of 'sudden unpredictability,' challenging traditional use of the military and demanding ways and means to overcome the parochial morass of national interagency and institutional cooperation.
We are on the cusp of a generational change in war, of which Al-Qaeda is only the vanguard.
This paper provides CentCom a catalyst for inculcating our forces with new, preferred means to assess the 4th generational enemy. By enhancing our ability to anticipate, adapt, and learn the enemy, and the nature of his war, by expanding our knowledge of the nuances of his culture, psychology, and information now, we provide our nation the best opportunity to win tomorrow. By the mid-nineteenth century, the industrial revolution had changed all of society and, as might be expected, had matured its implements and means of warfare. Now more easily produced and economically affordable, improved weaponry propelled war to evolve to a second generation. Small arms had tripled their ranges with rifled bores and increased their rates of fire by more efficient loading and repeating mechanisms. Artillery had evolved in both range and lethality; exploding shells (the dreaded Civil War 'canister' rounds) made engagements from defilade and distance possible and deadly effective. Steamships and trains had increased strategic reach, battlefields expanded, and Napoleonic/Prussian-style mobilization ensured mass armies would meet in conflict over terrain --the image and concept of 'classic' war.
Appendix A War by Generation
Armies turned to 'science," relying upon mathematical probabilities and algebraic formulae for force ratios and presumed power differentials as the means to victory. Generals religiously sought more firepower to pummel their adversaries into submission. Failure, assuredly, was not possible provided the enemy was outgunned and outmanned. Maneuver was minimal, massive loss accepted, provided even trivial geographic gain had been achieved. Command was centralized to ensure desired massing and concentration the place of choice. Large staffs evolved, now required to produce complex plans coordinating artillery and infantry advances. Each defeat was scrupulously analyzed, resulting in even more complex, new formulations and better synchronization tables; each presupposing that material superiority, technology, and personnel numbers were still the true keys to victory.
For the industrialized nations, in particular the US, these second-generation tactics held a special allure. With its unmatched resources, geographic isolational advantage, and burgeoning defense industrial base, the US was able to repeatedly leverage its technological advantage into decision and victory. The 'total war' of the '40's validates our dominance and ingrains this 2d generation of war as 'America's own.'
Countries not so resource blessed, however, were evolving. Those nations whose economic, industrial, or diplomatic power was restricted, or whose geographical position was exposed (like Germany post-Versailles), channeled their efforts away from expensive technology. Instead, they placed their limited assets and emphasis on a professional officer and NCO corps to neutralize the advantage of the physical means of war by confusion, speed, maneuver, and initiative. Command and control was decentralized, units worked based upon mission and commander's intent, and independent action in support of the whole was encouraged. It advocated that the primary criterion in war remained, "...decisive action. Everyone, from the highest commander down to the youngest soldier, must constantly be aware that inaction and neglect incriminate him more severely than any error in the choice of means (emphasis in original). [1] They were evolving into war's third generation.
Third-generation tactics showed great promise early in World War II as Germany wins impressive early victories. But tactics alone proved less decisive; the industrial age material superiority that dominated the second-generation retained its importance in the prolonged battles of attrition in Europe and amphibious operations of the Pacific. In a war where the enemy was identifiable and chose to fight, industrial might would, seemingly, remain the major determinant to success. Logically, with its overwhelming success in defeating Nazi Germany, the US remained hesitant to commit to change.
Subsequent actions in Korea and Vietnam, and its resultant stalemate and defeat, finally led America to question and reexamine its reliance on technology and second generation warfare -but its movement to 3d generation was markedly slow and only marginally accepted by her military services through the '80s.
Despite the grand 'maneuver' of Desert Storm, the US remained convinced that technology and attrition, validated by the video-game wizardry of its air war, was again the predominant means to victory; arguably wavering continuously between semi-3d back to 2d generation warfare augmented by technologic means of attrition.
Our service transformations continue to follow this bend. Sadly, even the Army's proposed transformation, to date our most ambitious and opportunistic attempt to gain speed, mobility, and lethality, remains grounded in an absolute reliance on technology and the promise of future combat systems. The Joint Vision's overarching themes of full spectrum dominance, informational It is an army of 'have-nots' that leverage their paucity of equipment and technology by brutality and violence. They paralyze technologic target and intelligence acquisition by reverting to formless armies; frustrating the professional soldier by giving them nothing to 'hit.' Communist guerrillas, mujihadeen, and insurgents in Eritrea, Namibia, and Somalia, have exploited their opponents' technocentrism by denying them targets to address. Without these targets and identifiable enemy, industriallybased armies forfeit the initiative and become merely reactive; their very size and technology becoming a vulnerability instead of an advantage. Our recent consternation over the lack of available terrorist targets proves that Bin Laden fully understands these lessons. What are the other characteristics of this 4th Generation? Strategically, it exploits the media and the informational technologies to sell its message and perpetuate its cause. Unlike 'freedom fighters' of the past, it does not brag; rather, silence is used to paralyze its enemy's retaliatory decisions. It binds together the technologies of today with the tactics and theories of the past, moving freely among the new and the old --it is controlled chaos. It is amorphous; many headed, but coordinated. It is complex; intersecting the realms of crime, terrorism, and war. Worldwide and determined, its warriors are young and dedicated, bound together by a common thread of ideology, culture, religion, or quest for worldly or eternal riches. It is low-tech, seeking "cheap kills" that consider all aspects of national power --including its citizenry --as viable targets. It refuses to stand and fight, choosing the time, place, and means of attack, unshackled by conscience and principles that traditionally govern war --morally wrong, but brutally effective. It seeks decision but not decisive battle --it refuses to play by our 'civilized' rules.
Appendix B Al-Qaeda and Center of Gravity
While beyond the scope of this paper, to understand 4th generational war, we must analyze the strategic context in which these organization functions. To do so correctly demands we go beyond simple demographics. In the case of Al-Qaeda, we must examine and consider the Koran --the singularly most important guide for understanding this region culturally and psychologically.
Informationally, it is provides the nexus that differentiates between Islamic fundamentalism and mainstream Islamic beliefs and practices.
The Koran, beautifully constructed, appeals to reason and possesses a tradition of humanism and receptivity to other cultures that marks it among the great religions of the world. Extremism, conversely, with its penchant for defiance, resentment, and abhorrent violence, is rooted in a bastardized interpretation of selected passages. It seeks to couple these contextual aberrations with history of the Muslim decline from world prominence, the result of oft-repeated unhappy encounters with the West. To assess the cultural environment of the 4th generation enemy demands analysis beyond the traditional intelligence preparation of the battlespace. In this template, Major Jim Trahan, USMC categorized culture in three tiers or structures as provided below. 6 To assess culture, it cannot be viewed in isolation. For instance, we cannot label Al-Qaeda simply 'Islamic,' as extremism is derived from supporting structures different from the average believer. By breaking the culture apart at each level, we begin to identify psychological vulnerabilities that will permit exploitation across the elements of national power (military, diplomatic, economic, and informational) Superstructure factors constitute the over arching non-secular factors that must be considered. These are the products that drive, encompass, and incorporate the subordinate structures.
Often these are the factors that are traditionally considered in cultural analysis. But the methodology must be discriminated to see how variances in the non-secular occur (e.g., difference in the Sunni and Shiite sects of Islam). This will find it's roots in the subordinate structures.
Structural factors reveal the secular factors for consideration. We must be very careful not to attempt to 'mirror-image' or apply our Judeo-Christian mores and values to the structural factors and associations. Infrastructure addresses two critical underpinning upon which the culture is built. First, how does it get it's means to support the society (Production), and second, its ability to recruit and replenish membership in the culture and society (Reproduction).
All the structures are inextricably related. Elements of one level will continually drive or serve as a catalyst for changes and adjustments in other structures, such as dwindling natural resources are altering the migratory patterns in the Middle East have affected the means of reproduction, homogeneity, conflict, hierarchies, and even religious practices and fundamental adherence in a given region or among a people.
Major Trahan provided a workable strawman that can be applied across the spectrum of conflict and is a applicable in conventional as well as unconventional strategic, operational and tactical analysis. Of note, he is currently refining this template and proposing its inclusion as a critical element of the Commander's Joint Intelligence Preparation of the battlefield --an element long neglected.
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